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Message Text 

CONFIDENTIAL 

PAGE 01 STATE 208537 
ORIGIN OC-06 

INFO OCT-01 CCO-OO ISO-OO SY-05 /012R 

DRAFTED BY OC/S:W P CAMUTFRMJ 
APPROVED BY A/OC:W E NAEHER 
A/OC/ARA(RCO):C R RAMBO (SUBS) 

013585 011352Z/45 

R 312039Z AUG 77 
FM SECSTATE WASHDC 
TO AMEMBASSY SAN JOSE 
INFO AMEMBASSY GUATEMALA 

CONFIDENTIAL STATE 208537 

FOR RSO 

E.O. 11652: XGDS-2 

TAGS: AFAC, ASEC 

SUBJECT: TEMPEST/EMSEC HAZARDS FOR OFFICE EQUIPMENT 
REF: SAN JOSE 3862 

1 . IBM COPIER II IS APPROVED FOR CLASSIFIED REPRODUCTION. 

2. CANON NP5000 IS ALSO APPROVED FOR CLASSIFIED PROCESS- 
ING. HOWEVER, IMAGE REMOVAL REQUIRES RUNNING OFF TWO BLANK 
PAGES AFTER PROCESSING CLASSIFIED DOCUMENTS. 

3. REQUEST RSO APPROVAL/DISAPPROVAL FOR USE IN NONCON- 
TROLLED AREA. CHRISTOPHER 

CONFIDENTIAL 


NNN 
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Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 -Jan-1 994 12:00:00 am 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Sent Date: 31 -Aug-1 977 12:00:00 am 
Decaption Date: 01 -Jan-1 960 12:00:00 am 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 22 May 2009 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1977STATE208537 

Document Source: CORE 

Document Unique ID: 00 

Drafter: W P CAMUTLRMJ 

Enclosure: n/a 

Executive Order: X2 

Errors: N/A 

Expiration: 

Film Number: D77031 6-0901 
Format: TEL 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1977/newtext/t1977082/aaaaabev.tel 

Line Count: 44 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 
Message ID: 0de55b52-c288-dd11-92da-001cc4696bcc 
Office: ORIGIN OC 

Original Classification: CONFIDENTIAL 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 1 

Previous Channel Indicators: n/a 
Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: n/a 
Reference: 77 SAN JOSE 3862 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 12-Jan-2005 12:00:00 am 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 1472658 
Secure: OPEN 
Status: NATIVE 

Subject: TEMPEST/EMSEC HAZARDS FOR OFFICE EQUIPMENT 
TAGS: AFAC, ASEC 
To: SAN JOSE 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/0de55b52-c288-dd1 1-92da-001cc4696bcc 
Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
22 May 2009 
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